ArcGIS Online Backup & Restore

Service Definition

Service overview

This annual subscription delivers automated, long-term protection and rapid recovery for your
tagged content in ArcGIS Online, helping you maintain operational continuity and resilience.

Benefits

Automated backup of critical content: Scheduled backups of tagged ArcGIS Online
items safeguard essential data and reduce reliance on manual processes

« Reliable recovery: Minimise downtime with managed restore processes and defined
Service Levels that ensure lost, corrupted or deleted content can be recovered quickly
and efficiently.

« Reduce management: \We handle backup scheduling, storage, and integrity checks,
freeing your team to focus on delivering business value.

o Enhance resilience: Boost resilience with automated, long-term, backup and restore
beyond the ArcGIS Online 14-day recycle bin.

Service Levels

Service Level Silver Gold Platinum

Recovery Time
Objective (RTO): The
maximum time
between a Customer
submitting a restore 8 hours 4 hours 4 hours
request and the start of
the restore process.
This time is measured
during Service Hours.

Restore Service Hours: | Monday to Friday, from | Monday to Friday, from

The times during which | 9:00 AM to 5:30 PM UK | 9:00 AM to 5:30 PM UK

Esri lreland will operate time, excluding UK time, excluding UK
the Service Bank Holidays Bank Holidays

24/7/365

Backup Retention
Period: The number of 7 days 30 days 30 days

days that Esri Ireland
will retain backups of
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tagged ArcGIS Online
items on arolling basis.
After this period, older
backups are
automatically deleted
to maintain storage
efficiency and comply
with data lifecycle
policies.

Deliverables

Deliverable

Description of activities and outputs

Planning call

An initial call to discuss the scope of ArcGIS Online backups,
objectives, and logistics of the Service.This includes identifying
key stakeholders.

Service Enrolment

As part of the onboarding process, Esri Ireland will work with the
customer to enrol the Customer’s ArcGIS Online account into
Esri Ireland’s Backup and Restore service. This will include
working with Customerto ensure they understand the process
for identifying and tagging the items they want protected,
ensuring these are included in daily automated backups

As part of the onboarding process, Esri Ireland will guide the
Customer on how to submit restore requests via MyEsri,
ensuring they understand the steps and requirements for
initiating a restore.

ArcGIS Online daily backup
process

To ensure the resilience of Customer’s ArcGIS Online
environment, Esri Ireland performs daily automated backups of
all Customer tagged items to a secure Esri Ireland managed
environment.

There is no limit to the number of items that can be backed up,
but the volume of data is limited.

Backups are conducted during a scheduled window between
01:00 and 07:00 each working day.

Between 6 and 9 GB of data can typically be backed up during
this window. Based on the structure of the Customer’s content,
Esri Ireland will advise on what can be included within this
timeframe and whether adjustments to the backup window are
necessary to accommodate larger volumes of data.

The scope of this service is restricted to:

* One ArcGIS Online subscription
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* Maximum 20 restore requests per month

All Esri Ireland services and processes follow ITIL best practice
and are accredited to ISO27001 and Cyber Essentials Plus,
demonstrating commitment to industry best practices. These
certifications ensure robust data protection and help mitigate
the risk of costly security breaches.

ArcGIS Online restore process When a restore is required, the Customer submits a service
request via MyEsri.

Upon receipt, Esrilreland will begin the restore process within
the RTO. The duration of the restore will depend on the total
volume and size of the items. The Customer will be notified
once the processis complete during the Restore Service Hours.

Prerequisites

During the engagement, the Customer must fulfil the following prerequisites to enable the
delivery of the Service:

e Service owner: A designated a primary point of contact from the Customer’s service
management team to coordinate communication and logistics throughout this
engagement.

e Administrative access: Esri Ireland will provision accounts in the Customer’s ArcGIS
Online account for Esri Ireland use to run the Service. These accounts will require
administrator privileges within the Customer’s ArcGIS Online subscription.

e Item tagging: The Customer should tag all items that should be backed up by the daily
ArcGIS Online backup process.

e Out of hours: Having a dedicated out-of-hours team available to submit restore requests
(for Platinum Service Level Customers).

What's out of scope?

The following items are not included in this service but may be addressed through other Esri
Ireland service offerings:

e Work exceeding the deliverables listed in this Service Definition
e The backup of the following ArcGIS Online item types:

o Sites Application / Sites Pages
o Operation View

o Insights Workbook

o Workforce Project

o Business Analyst App

o Data Store
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o Location Tracker Services
o Analysis of network infrastructure
o Analysis of end user workflows

Different backup retention periods can be accommodated but will be subject to an additional
charge and must be scoped and agreed in writing before the Service starts.

Service schedule

Typical service schedule:

Preparation

Activities | ® Planning Call
Service Set
up e Service Enrolment

(Year 1 only)

Live Service | « ArcGIS Online daily backup process
(Ongoing) ArcGIS Online restore process (as required)

There is typically a minimum 4-week lead time for setting up the Service following receipt of an
Order.

The Service Commencement Date will be discussed and agreed with the Customer and will

follow the set-up period. Esri Ireland will aim to minimise this lead time where possible.

Terms and conditions

The Service will be provided subject to the Esri Ireland Operational Services Terms, available at:
https://www.esriuk.com/en-gb/legal/ie/terms-and-conditions.

Any defined words within these terms will have the same meaning when used within this Service
Definition.

This is a 12-month annual service, which is invoiced up front upon receipt of purchase order.

The following additional terms shall apply to this Service Definition:

e Esrilreland provides no guarantees that all Service failures will be remedied but will
endeavor to meet the RTO. Should Esri Ireland fail to meet the RTO on one or more
occasions during the Reporting Period, the Customer may request a Service Credit equal
to 10% of the Service Charges for the applicable Service during the relevant Reporting
Period.

e Award of Service Credits to the Customer shall be the Customer’s sole remedy for
failures to meet the RTO. Service Credits shall not exceed the percentage amount of the
Service Charges for the relevant Reporting Period. To benefit from Service Credits the
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Customer must be claimed in writing within 30 days of the end of the month in which the
RTO was not met.

Copyright © Environmental Systems Research Institute Ireland Limited 2026. All rights reserved.
All Esri UK product names(including TitleInfo, Sweet, Maps+, Report Builder and UNE) are registered or unregistered trademarks of Esri UK.

Esri, the Esri globelogo and Esri products are trademarks of Environmental Systems Research Institute, Inc. (‘Esri’) and its licensors and are
used herein under licence. Copyright © 1995 - 2025 Esri and its licensors. All rights reserved. Further details (including a full list of product
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