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Service overview 
This annual subscription hosts and manages your ArcGIS Enterprise in our cloud, so you don’t 

have to worry about building, operating or maintaining your GIS environment.  

Benefits 

• Enhance security: Your system is proactively monitored and maintained to meet industry 

standards, such as ISO27001 and Cyber Essentials Plus, giving you peace of mind. 

• Predictable costs: We take the operational and technical risks for hosting, managing and 

upgrading your system, giving you financial predictability and reducing risk. 

• Reduce management: We manage the design, build, operation and maintenance of 

your ArcGIS in line with ITIL v4 principles, allowing your team to focus on delivering 

business value. 

• Align with best practice: Your system is managed by cloud specialists, providing best-

in-class practices, with our evergreen service ensuring optimal performance.  

Service Levels 

The following Service Levels are available:  

Service Level Tin Bronze Silver Gold Platinum  

Overview 

 
Suitable for 

non-
production 

environments 
only. 

Customer 
would 

typically also 
have a live 

environment 
at a higher 

service level. 
  

Standard 
Availability 

Higher 
Availability 

Enhanced 
Support 

hours 

Enhanced 
support 

hours & lower 
RPO 

Service Hours 

Monday to 
Friday, from 
9:00 AM to 
5:30 PM UK 

time, 
excluding UK 

Monday to 
Friday, from 
9:00 AM to 
5:30 PM UK 

time, 
excluding 

Monday to 
Friday, from 
9:00 AM to 
5:30 PM UK 

time, 
excluding UK 

365/24/7 365/24/7 
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Bank 
Holidays 

UK Bank 
Holidays 

Bank 
Holidays 

Availability (SLA) 95% 98% 99% 99.5% 99.5% 

Access Hours 

7am-7pm  
Monday to 

Friday, 
excluding 

Bank 
Holidays 

24/7 24/7 24/7 24/7 

 
Recovery Time 

Objective (RTO) - 
Time taken to recover 
the Service in hours 

 
 

7.5 4 2 4 4 

Recovery Point 
Objective (RPO) - The 
maximum acceptable 
age of data that can 

be lost after a 
disruption, expressed 

in hours 
 

24 24 24 24 

Data in 
Enterprise 

Geodatabase 
– 1 hour. 

All other 
components 
– 24 hours. 

 

Service Delivery 
Manager 

Included Included Included Included Included 

Quarterly Service 
Review 

Not included Included Included Included Included 

External Datastore 
Connectivity 

Not included Included Included Included Included 

 
Service Levels cannot be interchanged once deployed, as each tier may involve distinct 

architectural configurations and operational considerations. Any change between tiers is 

subject to formal change management and may incur additional costs to amend the Service 

Level.  

Alongside this document, a Service Scope Document will be provided to define the detailed 

scope of the Customer’s Service. This will include the specific components and sizing of the 

ArcGIS Enterprise environment, tailored to the Customer’s requirements covering performance 

expectations, user volumes, and functional needs. 
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All infrastructure details such as the chosen cloud hosting provider (Azure or Amazon Web 

Services), server specifications, storage, and network configuration will be documented in the 

Service Scope Document. This ensures full transparency and alignment with the Customer’s 

operational objectives from the outset. Support for connecting ArcGIS Enterprise to an external 

datastore (for example, a SQL Server hosted within your Azure or AWS subscription) will be 

subject to an architectural compatibility and security review. 

Deliverables 

Deliverable Description of activities and outputs 

 

Planning call 

 
An initial call to discuss the scope, objectives, and logistics of 
the service. This includes identifying key stakeholders. 
 

 

ArcGIS Enterprise deployment 
(Year 1 only) 

 
Esri Ireland will deploy the ArcGIS Enterprise deployment, as 
detailed in the Service Scope Document. As part of the 
deployment Esri Ireland will provision accounts for Esri “Ireland’s 
use to run the Service. These accounts will have administrator 
privileges.  
 

 

Domain configuration 

 
As part of the managed service, the Customer’s ArcGIS 
Enterprise environment will be hosted under a secure, branded 
domain provided by Esri Ireland The service will utilise an Esri 
Ireland-issued SSL certificate to ensure encrypted and secure 
access. 
By default, the environment will be accessible via a fully 
qualified domain name in the following format: 
<customer-chosen-name>.cloud.esri-ireland.ie  
 
This ensures a consistent and secure naming convention while 
allowing for customer-specific identification within the Esri 
Ireland cloud infrastructure. 
 

 

Data security and service 
assurance 

 
Protecting Customer data and ensuring the security of Esri 
Ireland’s services is the highest priority. 
 
All Esri Ireland services are accredited to ISO27001 and Cyber 
Essentials Plus, demonstrating commitment to industry best 
practices. These certifications ensure robust data protection and 
help mitigate the risk of costly security breaches. 
 
Esri UK’s cloud platform is trusted by public sector organisations 
across the UK to host Official Data. All Customer data can be 
securely hosted in UK or European data centres, ensuring full 
compliance with applicable data residency requirements . 
 

 

Authentication and access control 

 
Access to the Service is managed through Esri named users, 
with varying levels of access permissions. Further control is 
provided via groups, which govern access to data, services, 
maps, and apps. 
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User authentication is federated with ArcGIS Enterprise using 
SAML 2.0, allowing integration with your identity provider. 
If included, Desktop services will authenticate via Single Sign-
On. 
 

 

Service Delivery Manager 

 
To ensure consistent service quality and alignment with the 
Customer’s operational goals, the Customer will be assigned a 
dedicated Service Delivery Manager (SDM). Esri Ireland’s SDM 
will act as your primary point of contact for all aspects of service 
governance and will be responsible for ensuring the Service is 
delivered in accordance with the agreed  Service Levels and 
aligns with ITIL v4 best practices. 
 
Key Responsibilities of the SDM: 
 

• Service Assurance: Ensuring the service consistently meets 
agreed performance, availability, and support standards. 

• Incident and Problem Management: Leading the 
coordination and resolution of incidents and problems, 
including root cause analysis and communication. 

• Service Request Fulfilment: Managing the timely and 
accurate delivery of service requests, including changes, 
enhancements, and access provisioning. 

 

 

Onboarding (Year 1 only) 

 
Esri Ireland will confirm your Service Commencement Date in 
advance to ensure a smooth transition into the Managed 
Service.  
 
At the point of Service activation, Esri Ireland will conduct a 
structured onboarding and handover process designed to 
equip the Customer’s team with the knowledge and tools 
needed to use the service effectively. This will include: 
 
• Knowledge Transfer – A walkthrough of the service 

architecture, operational processes, and key responsibilities. 
• Handover Documentation – Provision of comprehensive 

documentation covering system access, support procedures, 
and service scope. 

• User Training – Guidance on how to access and use the 
system, tailored to your user roles and operational needs. 

 
Additionally, Esri Ireland will introduce the Customer to its SDM 
and the wider Esri Ireland team, who will be providing support 
throughout the lifecycle of the Service. 
 
The Customer will also be shown: 
 
• How to access the system. 
• How to raise incidents and service requests. 
• How to engage with the support and service management 

teams. 
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This onboarding process ensures that the Customer team is fully 
prepared and confident in using the Service from day one. 
 

 

Ongoing security measures 

 
Esri Ireland is committed to maintaining the security and integrity 
of the Service throughout its lifecycle. The approach includes: 

 
• Conducting external, independent penetration tests prior to 

service launch and after each upgrade. 
• Applying all relevant ArcGIS patches during the service 

lifecycle. 
• Installing all Operating System patches rated Critical or 

Important. 
• Updating all included third-party software with necessary 

patches throughout the service lifecycle. 
 

 

Service continuity  

 
In the event of a service failure, Esri Ireland will promptly activate 
its ISO 27001-accredited disaster recovery protocol. This 
ensures that the Service is restored as quickly as possible, using 
secure backup systems to minimize disruption and maintain 
business continuity. 
 
Backup Policy: 
 
Daily backups are performed at 23:00 UTC and retained on a 
rolling 7-day basis, providing reliable data recovery options in 
case of unexpected incidents. 

 

 

Patching and maintenance  

 
Stay current with the latest Esri technology and maximise the 
value of the Customer’s ArcGIS investment. Esri Ireland’s 
evergreen service ensures that the Customer’s ArcGIS Enterprise 
environment is continuously maintained, secured, and upgraded 
to the latest version. 

 
Patching and Maintenance:  

 
• Security Patching: Critical security patches for the operating 

system, ArcGIS software, and supporting components are 
applied behind the scenes as part of Esri Ireland’s proactive 
maintenance schedule. 

• Downtime for Patching: Where possible, patches are applied 
out of hours with minimal downtime.  

 

 

Annual upgrade  

(not included in Year 1) 

 
Annual Upgrade: 
 
• One major version upgrade of ArcGIS Enterprise is delivered 

annually from Year 2. Towards the end of each year, Esri 
Ireland’s SDM will work with the Customer to review 
upgrade options and plan for the forthcoming year, ensuring 
alignment with the Customer’s operational needs and 
service roadmap. 

• When certain components are deprecated or replaced in the  
Esri Inc Software, Esri Ireland will proactively work with you 
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to assess the impact and define the necessary actions. This 
may include migrating to supported component types, 
updating configurations, or implementing compatibility 
changes. Completing these prerequisites ahead of the 
scheduled upgrade is essential to ensure a smooth and 
successful transition. 

• This upgrade includes updates to the core ArcGIS 
components, supporting applications, and underlying 
infrastructure (e.g., operating system and database, where 
applicable). 

• Downtime Notice: The upgrade process requires planned 
downtime. Esri Ireland will coordinate with the Customer to 
schedule this at a time that minimises business impact. 

• Hours: We are able to offer upgrades during Service Hours 
or out of hours. The hours agreed for the Customer’s 
upgrade will be stated in the Service Scope Document.  

 

 

Service monitoring and proactive 
support 

 
To ensure the continuous health and reliability of the Customer’s 
ArcGIS Enterprise environment, Esri Ireland implements a 
robust, multi-layered monitoring strategy. This includes: 
 
• Daily Operational Checks: Between 9am-5.30pm Monday to 

Friday, excluding Bank Holidays, Esri Ireland performs 
comprehensive service checks to confirm that the Customer’s 
environment is running optimally.  

• Real-Time Monitoring: Throughout the day, multiple live 
monitoring tools track key performance indicators, system 
health, and service availability. These tools allow Esri Ireland 
to proactively manage the Customer’s environment, 
detecting and resolving anomalies, performance 
degradation, or potential failures before they impact 
operations. 

• Proactive Incident Management: If a critical issue is identified, 
Esri Ireland will raise a Priority 1 (Critical) support case on the 
Customer’s behalf and proactively contact the Customer with 
details of the incident. Esri Ireland will work to resolve the 
issue swiftly on Customer’s behalf, minimising disruption to 
your business. 

• Root Cause Analysis (RCA): Once the issue is resolved, Esri 
Ireland will conduct a thorough Root Cause Analysis. The 
findings, including corrective actions and preventive 
measures, will be documented and shared with the Customer 
to ensure transparency and continuous improvement. 
 

Esri Ireland understands that service failure can directly impact 
the Customer’s ability to deliver business outcomes and 
benefits. Our Managed Service is designed to be proactive, 
responsive, and aligned with the Customer’s operational needs. 
We will also discuss the Customer’s business continuity plan 
during the quarterly service reviews. 

 

 

Data-driven decision support 

 
Leveraging real-time monitoring data and usage analytics, Esri 
Ireland proactively share tailored recommendations to optimise 
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items within the Customer’s portal. This may include 
configuration changes, scaling adjustments, or architectural 
enhancements to support evolving business needs. 

 

 

Quarterly service reviews 
 

Esri Ireland’s SDM will facilitate Quarterly Service Management 
Reviews as a strategic forum focused on both performance and 
future direction. These sessions aim to: 
 

• Review service performance and Service Level adherence to 
ensure reliability and trust. 

• Understand the evolving customer journey, mapping how 
the service supports business objectives and identifying 
areas for enhancement. 

• Analyse usage trends and adoption patterns to uncover 
opportunities for optimisation and innovation. 

• Discuss incidents, problems, and service requests raised 
during the period, ensuring lessons learned feed into 
proactive improvements. 

• Agree on forward-looking actions, including continuous 
improvement initiatives and strategic planning for upcoming 
business needs. 
 

These reviews combine operational insight with governance, 
ensuring the service remains aligned with the Customer’s long-
term goals, anticipates future requirements, and continues to 
deliver measurable value. 

 

 

Scalability and capacity planning 

 
Please note that the Service does not auto-scale. However, the 
environment is fully scalable through: 

 

• Vertical scaling: Increasing the resources (e.g. CPU, memory) 
of existing servers. 

• Horizontal scaling: Adding additional servers to distribute 
load and improve resilience. 

 
Esri Ireland will proactively monitor service usage and provide 
the Customer with regular insights into capacity trends. If scaling 
is required, this will be handled through formal change 
management. Esri Ireland will work with the Customer to plan 
and implement the necessary changes. Any such changes may 
have implications for licensing and service pricing, which will be 
discussed and agreed with the Customer in advance of any 
changes being implemented. Esri Ireland’s goal is to ensure that 
the Customer’s ArcGIS Enterprise environment remains 
responsive to change and aligned with the Customer’s business 
objectives. 

 

 

Change management 

 
Esri Ireland understands that the Customer’s service 
requirements may evolve over time. The Customer may request 
changes to the Managed Service at any point, whether to 
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support increased usage, introduce new functionality, or 
respond to changing business needs. 
 
Change Request Process: 
 
When a change is requested, Esri Ireland will assess the impact 
and provide a clear and transparent response outlining: 

 
• Any costs associated with any additional setup, onboarding, 

or configuration. 
• Changes to software licensing, if applicable. 
• Adjustments to ongoing hosting and managed service 

charges, based on the revised scope or capacity. 
 
All change requests will be managed through Esri Ireland’s 
formal change control process to ensure traceability, risk 
assessment, and alignment with the Customer’s operational 
needs. An updated version of the Service Scope Document will 
be issued to reflect any changes.  

 
 

Prerequisites 

During the engagement, the Customer must fulfil the following prerequisites to enable the 

delivery of the Service: 

• Service Owner:  A designated primary point of contact from the Customer to coordinate 

communication and logistics throughout this engagement; for service onboarding; incident 

management; and change requests must be provided 

• Solution architecture: Depending on the complexity of the Service, an Esri Ireland Well-

Architected Solution Design service might be required, to define the ArcGIS Enterprise 

deployment.  

• Customer readiness: To ensure success, the Customer needs to do the following during 

service initiation:  

o Familiarise itself with the Customer’s design and governance processes, including  

IT architecture, solution approval, and change control. 

o Review internal procedures for onboarding third-party hosting or managed service 

providers, including procurement, legal, or IT governance steps. 

o Engage with its Information Security team to identify additional security, data 

protection, or compliance requirements. 

o Confirm internal DNS, firewall, or network access policies that may impact 

connectivity to the managed environment. 

o Support federation with their Identity Provider (IdP) using SAML 2.0 for Single 

Sign-On (SSO).  

This additional information will enable effective collaboration and ensure all proposed 

solutions meet the Customer’s governance requirements by sharing relevant design 

details and stage-gate progress with the Solution Architect. 
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What’s out of scope? 

The following items are not included in this service but may be addressed through other Esri 

Ireland service offerings: 

• Work exceeding the deliverables listed in this Service Definition. 

• Data and application migration. Any migration work will need to be scoped on a case by 

case basis.  

• Support for custom development or application configuration.  

• User, content, and permission management is the responsibility of the Customer.  

• Integration with non-GIS Systems. 

• First Line Support. Customer will resolve basic user issues before escalating to Esri 

Ireland. 
• Customer-specific security and compliance requirements. Any additional security 

controls or compliance requirements specific to your organisation (e.g. custom 

encryption standards, penetration testing, or regulatory audits) are out of scope of the 

standard service. It may be possible to add these requirements to scope of the Service 

but will be subject to an additional charges.   

• Migration from deprecated functionality. Esri Ireland will notify the Customer in advance 

when features are scheduled for deprecation. While guidance will be provided, the 

responsibility for migrating to supported alternatives remains with the Customer. 

• ArcGIS Enterprise and Named User licenses must be purchased in addition to the 

Service.  

Service schedule  

Typical service stages: 

Preparation 
Activities 

(Year 1 only) 
• Planning Call 

Service Set up 

(Year 1 only) 

 

• ArcGIS Enterprise Deployment 

• Domain configuration 
• Data security and service assurance 

• Authentication and access control 
• Onboarding 

 

Live Service 

 

• Service Delivery Management 

• Ongoing security measures 
• Service continuity 

• Patching and maintenance 
• Annual upgrade (not included Year 1) 
• Service monitoring and proactive support 

• Data-driven decision support 
• Quarterly service reviews 

• Scalability and capacity planning 
• Change management 
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There is typically a minimum 8–week lead time for service set up following receipt of an Order. 

The Service Commencement Date will be discussed and agreed with the Customer and will 

follow the set-up period. Esri Ireland will aim to minimise this lead time where possible.  

Terms and conditions 

The Service will be provided under Esri Ireland Operational Services Terms, available at: 

https://www.esriuk.com/en-gb/legal/ie/terms-and-conditions. 

Any defined words within these terms will have the same meaning when used within this Service 

Definition. 

This is a 12-month annual service, which is invoiced up front upon receipt of purchase order. 
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